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There are, however, several steps that the Commission

should take to help reduce payphone fraud:

(1) On operator-assisted calls from lines equipped

with OLS, ICs and operator service providers (OSPs) should be

prohibited from allowing such calls to be billed back to the

originating station as a direct-dialed ca11;23

(2) In order to prevent regenerated dial tone at

payphones, the Commission should amend Section 68.314 of its

rules to extend the requirement for delivery of standardized

supervisory signals to and from interexchange carriers and

OSPs. The rules currently apply only to manufacturers of

terminal equipment.

NYNEX certainly agrees that payphone fraud is a

serious problem. However, adoption of the Florida PSC rule

would unjustifiably relieve payphone providers of their

responsibility to utilize other security measures that are

available and necessary to combat payphone fraud in addition to

LEC BNS and OLS service. The Florida PSC rule would also

impose unwarranted liability on the LECs and involve them in

continual litigation. The Commission should therefore not

adopt the Florida PSC rule.

... ,' I

23 This would also protect private payphone owners (and other
call aggregators such as colleges and hosvitals) from
information providers who accept 800 serVlce calls and
subsequently bill these as direct dialed calls despite the
OLS restrictions in place.
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C. Cellular Fraud

The cellular industry has been working very

effectively both within the industry and jointly with law

enforcement agencies to combat cellular fraud. However, this

process could be enhanced by certain regulatory and legislative

actions described below.

1. Revisions to Part 22 of the COmmission's Rules

The Commission has proposed a rule (Section 22.929) to

help reduce cellular fraud caused by tampering with the ESN.

NYNEX supports the rule with several modifications. First, the

Commission should require that the ESN chip be secured to the

frame of the radio and attached to the logic board by cable.

In addition, the software should be encoded and/or scattered

over different memory chips. Finally, the rule should also

insure that only the original manufacturer's installed ESN is

transmitted. This can be accomplished through software and

hardware development on the part of the equipment

manufacturers. The penalties for failure to meet such

requirements should be stiff and enforcement action immediate.

2. Le&islative Actions

In conjunction with the proposed Section 22.929 of the

Commission's rules, NYNEX recommends that existing laws be

modified in such a way as to more clearly place the enforcement

of such rules within the jurisdiction of the Secret Service,

instead of the Commission. For example, section 1029 of Title

18 of the United States Code should be amended to make it a

crime to:
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(a) knowingly and with intent to defraud possess a

cellular telephone in violation of Section 22.929 of the FCC

Rules and Regulations; and

(b) knowingly and with intent to defraud possess a

scanning receiver of cellular telecommunication transmissions

or hardware and/or software used for altering cellular

telephones in violation of 47 U.S.C. 302a(d).

This balanced regulatory and legislative approach will

ensure that the Commission is responsible for developing rules

and regulations that will reduce fraud and that law enforcement

agencies are responsible for ensuring that violators of such

rules are properly sanctioned. In this way, the industry, the

Commission, and law enforcement officials can work jointly and

effectively to solve the cellular fraud problem.

D. LIDB Fraud

As discussed above, NYNEX has taken a number of steps

to control calling card, collect and bill to third party

fraud. NYNEX has established threshold levels (the number of

times a calling card is used within a specified time period)

for different classes of customers to help detect and control

fraud. When the threshold levels are broken, the LIDB system

may automatically deactivate the card so that it can no longer

be used. NYNEX's Database Administration Centers operate

around the clock to investigate suspected incidents of fraud.

Despite these efforts, calling card fraud cannot be

eliminated. As the Commission notes in the NPRH, calling card

fraud does not always consist of multiple calls within a short

period of time. The fraud might consist of one call of long
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duration. There is nothing that the LEes can do to completely

stop this type of fraud.

In order to help reduce calling card, collect and bill

to third party fraud, the Commission should require ICs, LECs

and other telecommunications service providers to validate all

calling card, collect and bill to third party calls in LIDB and

not complete any calls where positive validation from LIDB is

not received. The Commission should also require interexchange

carriers to provide LECs with both the calling number and the

called number when querying the LIDB database. 24 If this

information was provided on calling card, collect and bill to

third party calls, the LECs would be better able to use the

fraud detection capabilities in their LIDB fraud detection

systems to identify areas associated with fraud problems and to

develop customer calling pattern profiles that could be

accessed to detect suspected fraud. 25

In addition, carriers can help control fraud on

collect and bill to third party calls by refusing to process

certain call types that are invariably fraudulent, ~,

coin-originated international calls billed to other domestic

numbers. The Toll Fraud Prevention Committee recently adopted

24

25

The Commission is currently considering the issue of
requiring ICs to deliver calling party number to
terminating LECs in another proceeding. However, it
should be emphasized here that provision of this
information can be an extremely valuable tool in
preventing toll fraud.

For example, if the LECs were provided with the calling
number, they would be able to detect fraud on simultaneous
bill to third party or calling card calls originating from
distant geographical areas.
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a resolution which suggested that long-distance carriers either

not process these calls or require the caller to use an

alternate billing mechanism such as a calling card or credit

card. The Commission should order carriers to utilize one or

the other of these two procedures.

E. Subscription Fraud

In the NPRM, the Commission mentions subscription

fraud as one of the types of fraud plaguing the cellular

industry. It is important to note that subscription fraud is a

serious problem with the wireline carriers as well and has been

addressed by the Toll Fraud Prevention Committee. 26

Subscription fraud occurs when a customer subscribes

to a telephone service with fraudulent information or false

identification and with no intention to pay for the service.

Because of their universal service obligations, LECs are

compelled to provide service to virtually any applicant. 27

However, state regulations may prohibit LECs from requiring

positive identification from applicants. For example, in

Maine, NYNEX cannot request photo identification as part of a

new service application. In addition, regulations often

inhibit LECs from disconnecting, on a timely basis, the service

26

27

~ Attachment C hereto.

On the other hand, interexchange carriers are not required
to extend virtually unlimited credit to their customers.
In order to help control fraud, the Commission should
require ICs to monitor usa,e on their networks and to
develop guidelines for limiting credit on interstate and
international calls. When fraud is suspected, ICs should
be required to block access to their network.
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ot those persons believed to be ent.qed in subscription fraud.

In addition, state regulations often prohibit LECs from

dlvulqinq certain customer data to interezchange carriers even

when fraud is suspected. The Co.-i •• ion should consider

establishing unifo~ quidelin•• in all th••• areas. In order

to stop subscription fraud, LECs must be allowed to disconnect

service promptly.

V. COICLUSI0N

NYREX will continue its efforts to combat toll fraud.

However, the Commission must realize that, despite the most

diligent efforts of all parties, toll fraud cannot be

eliminated. RYHEX believe. that many of the proposals set

forth in the NPlUl will help reduce toll fraud. However, NYNEX

does not support t~e Commission's proposal to eapand liability

for toll fraud beyond the limits specified in HYNIX's tariffs.

Instead of attempting to develop rul.. for decidinq who is

liable for what kind of fraud under which circumstances, the

Commission should devote its resources to working with the

industry to develop solutions to prevent toll fraud.

Respectfully submitted,

.tKBX Corporation

Dated: January 14, 1994

120 8loOllinqdale
Whit. Plains, NY
914/144-2032
Its Attorneys

Road
10605
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A1TAC'IIMENT: SUGGESTED ANTI-ntAUD EnrORTS BY INDUSTRY
BGMENT

RESPONSIBILITII:S OF TB:E BUSINESS OWNER:

The basic respoIIIIibiIir ofthe bu...0...- is to dewte IdequIre reIOUI'CeS (time.
talent. c:apiIal, lie.) to the .-u0ll ofCPE ... to ita '"C2.1.... iDcII.... frIud
preventicm. ..... -.I detelltDce. his. 122M.tiaJ ,.n ofmes" the bt....s.
The owner IIIIIt dE ad tbIt pI.,ioNl., aach IS

consuJtants. iDciI*1ICUrity CODCeIIII in the IYIlIuDJa, deIip IDd opeIation ofthe
teIecollllDUlliCilion .Mroameat for biIIber N"h.1'.

Other efforts .-e biPIY neon.u..... to __ tt.l1lCUrity.... the imponaDcc
p1Iced OD ef&ciIDcy, tlCOIIOIIIY, ICCOIlruIMIity, etc., IS COIIIideIatiGas in PBX and CPE
desip.

• EDtiIt IcDowIedJlsIie J'I'Of-ioaIIlUPPOft (ca....., IICUrity experts) IS
Deeded.

• Include IICUrity IS a prime conIideaaliou in die..iliaD ofJYllem and user
needs.

• Require 1UJlP1i.. to provide Oldy die CIpIbiIiriIs requind/nqueIte. Other
features IbauId be IIIIde mown, with co&oII, ..aic:tioas, wIDenbilities clearly
noted.

• 1Dclude IICUrity IUppOI't in nwi.. ce..-.. lcilalify IIDeIJeIICY telephone
numbers to be UIId on diIcowry orPI'-- ofhuduJeat abuse.

• Define ad ..... ID lllli-hud pia &IIiIt....".. in the plan; provide a
fedeek .,•• tor -.-cY...... MHitar ad n6Ie the pIID.

•~ die12hDMI--'" .,............: IIIOIIitor UfIIe coatiaaaIIy;
..._ ..,.. P.....~--iD, _ad lNbee imerconnected
nodes oldie.,. m;.-re the ~lliIiry_1ICUrity ofinterconnected CPE.

• EaJiIt law ""'0111.. apncieI wt. *,--:1; praerve evidence for
p~

• Secure -.,. documentation, to avoid c:ompromiIe IDd piney ofdata,
pusworda. etc.

• Secure ICCIII to die pbysicaI &ciIities, CIbIinI. ICCIII pons, IdmiDistraIive
terminals, lie.

RESPONSIBILIT'IIS OF TIll: CONSULTANT:

The~ lUppOIii theN"'"0-.. ill decif • willi type ofequipment to buy,
what type ofservices to iDItIIl, and bow to c:oaIIan bath ......... aDd scvices for
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RESPON~OF TIlE MANtJPACftJBIIS OF ORIGINAL AND
ADJtJNCI' IQ1JIPMDIT AND TIll: MAItICETERS OF SECONDARY/
REFURJIISIIC" EQt1JPMENT:

These industry IIp_' play a specill role ill prG&«''' die iDd"stry from toU fraud.
1'beIeIDIID"""""'" ckMiop ad deploy"Iead t&ctM IICUIiIy protections
to camp'" the IdwDced le1&::on.................. required by buJinesses. In
IDIIIY cues~ Ire DOt aWlre ofdle'" far IUCh proteaioDs ad do Dot request
them. They are oa-.-ware ofthe~I"ofa uaprotected system and olthe
dolled drive oftbe bicker to find DeW PBXs to ....

Additional support eIbns Ire apptOPIiate:

• list ill Wi" for tbe CUItDIDII" tile f 2 trw...., that are nee.I.'Y to
proteCt. . • PBX compraaiIe .

• Ship oaIy that tbe~ ; lWIID¥e ""It puswonls
&om 1IICb • DISA. 10 dIIt t d ...-t euiIy ICCIlII them.

• Secure ill wriIiII tbat the CUltc.- is .... oldie syItIIII's c:apIbiIiIies IIId
proteaioDs

• Provide....-cY COIItICt IIIIJIbm far~ to UIe ill ca.- ofconlplomde
Ind __.

• MIke ...... to the CPE's coaav. llIIIJlMn by metbads more IICUre tbID a
diaI-up__ wiIb ,..1It puIWOIds. For _ .... update the customer's CPE
throuP call bIct ..... or IICUI'e~ _ devices.

• Care for tbe -nyad c:ompeaIIiIily~••et IIId refbrbisbed equipment with
other~ ........... ofthe c::ua..... DIEWOrk.

• Educate the cuaa. tborouIblY, inch'" aapport for WIer IfOUps, etc.

RESPONSIBD.n'II:S or TBE LOCAL TEUPIIONJ: COMPANIES:

The local t.,._c.-..i. (LECs) 111ft ......... role for CUIIOIDII'S who c:booIe
their own PBX IIId CPE. TIle LEes m.y h1111 lIy DOt IaIow wbIl a CUltem- is
pIanaiDs. Nor .. tile LEe._-wiIb die wide YIriIty oftenDiDal~ thIt is
IVIiIabIe to ""*111 0WBn. However,!bey c. help to combat fi'Iud by promotina III

heightened security COIIC*'D &IDODI all their CUIlOmIn.

Other sugested effarts iadllde:

• Conduct wide~r educItioft dIrouP biD m-u. 1ddr'"iDI end UJer IJ'OUPI,
holdiDllnb'PI .,iNn, etc.

• Evaluale ........"i.18bnI with.._IDee COIIIpIIIies, equipment
rnuufacIInn. lie. to edlleate CUIIOIIIn. .

• EvalUite III LEe products ad ..w. for security COI1CII'III before depIoymmIt.
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• Where triIIId tlllCAllumi«*ioal.,...a offend. fidfiD the Ibove .'lP"ed
IICUriIy fi.w'iaaI or........ CIl pt., U appropriate.

• A1Irt tbIir CIIMII*: CODbICt pn.a_1I (h&If' o5ce. repair. sals'service) to the
sips old hid. 10 tbIt tbeIe ali c:. bitter support bt'sjnas owners who are
vietimi*.

• Deploy DItWOIt bIockins .w. (..a •~ Direct Dial Blocking) and
call scr.... iIformIIion diIits to CWIIII_. c:uaomer equipment restriction
stratIIies IIId 10aI diltlDCe~ .-adt DIOJIitoriDg.

• Develop DItWOIt moaitorinl aiplhilliII to ...... potllllial bud pattems (local
hlCa., 100, ........., etc.) u...,u pol".

• ExpIDd e:ealliaed hud bureE ...,.wt to • IIWII day124 hour basis.
• Cema.- tile '* olIICUrity stdi to IUppOft Joaa diItIDCe compuy iDvesriprions

IIId~ iIIquiria.
• COOJNl. widllaw~ ...... ill eduCltiOl1, inYeItiption, aDd

prolKUlioD t&ns.
• Develop &:lie........ for ..... _1ocII.'Won, msupport of

guideliMs IIJowiDa timely ad f1lIPCJIIlIh'e IICUrity dbns ill cues oftoU hud.

RESPONSlBILI'I'IES or TBE LONG DISTANCE COMPANIES:

The long di_~ _, _ill (lXCs) .... ?Iy die IIIlWOfb tt. beIr the brUIIt olton
bud. ~ulehucIuI. calls are often • .-1 to _it.ioas. IXCs IIIist
in protecting tbIir CUII.-WI with • YIriety of QIIMIbiIities ad protediOll
(indemnity)..... IXCslllo CIIl combat hid by CCfti the taaeNive ed»cetioaal
campaips to all CUltomm.

Other sugested dons melnde:

• Perform DItWOIt IIIOIIi&oriDI of100 cs'sl.. calls direeIed to intematioDal
destillations, to id. dry ....... hud, ....

• Alert tbIir Cl.-amv CMart pena.,1 (h' II oIIce. OJW'IIor services. repair.
saks'.wee) to die... oftoU hud, 10 dill theJe srdi CUI better support

b".I.1 0WBm who are.'-Nd.
• Include ill tbIir DItWOIt Illes )' _11ICUrity iaformItioD that will

alen ca.... to DItWartc ¥1. .......1. d'ec:tive protectioDs.
• Comiaue the '*ofIICUI'ily SId to - ..,1an ~0IMr iDquiries.
• Cooper'* widllaw~ n•• .a. ill -1CItioD,~••lioD, IDd

prosec:ution eI'ons.
• Deveiop CIIe doaIawn-ion for ..... _ IoeII .'lators, ill support of

guideIiDes aIlowu.timeIy and respoasive JICLI'ity efFons in cues oftoU fi'aud.

*
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RESPONSIBILITIES OF INSURERS:

1JIIurers caD I'IJ-.d the attention tbat tolllwd I'ICIIives by includinI cov... for toU
bud liIbiJity in thIir product portfolios. I-.nn CIa cOlluibute sreatJy to the education
ofbusiDess CUltm.rs by diIc:ussiDI risks ad prcMaions related to toU fraud. together or
sepIJ'ateIy with adler risk cownp tbIt virIuIIy all .,..__• CODSider. Packllins and
pricing toll fraud IiIbiIity covenae donIIbly (yet profiubIy) will prompt businesses to
take effective preclUtions. This. in tum, wiD raace the iDcidence ofremote access fraud.

RESPONSIBILITIES OF END USER GIlOUPS:

TI'Ide usocilllioDl_ .1i'L"oamJDicati~ .-.poups caD 11Io broIdeut that toU
fraud is a sipificw ri* for "'-"11', EduI hill ..., IidII wiD niaforce the
necessity for protCIive Idion. U.- JI'OUPS.. JIIfticuIIrIy whwhle in tbis mode.
Frequeatly. they are slr.d by tbeir..ala hMIaIY or a ....V8XIor.
Ccmsequently, they CIIII'IIdiJy sbare both D • ·w effective remedies.
TheIe groups caD aIIo provide the -critical_- to 'limn1ete development ofnew
technolOlY.

RESPONSIBILITIES OF LAW ENPORCIOMENT AGENCIES:

While toU fi'IUd u • victiml. criIIIe, or c. oll_ prwaina priority for
prosecution. 1 II, the opIIlliollllllld • c:iII ... doDe to bu..... by
telecommunieatiG is ......1. '.dllal IIId .-Iaws variouIIy defiDe
telecommuDic:atioa fnud .. piIce _ore. m•• ,.,wliNlities in DIlDY orpniuVons. It
is importlDt dill tbiI cIiIIribuIioD not hiDdIr 1iIrIIIy ....s·. ltaas IIId effecIive eafon:e-
mat. Police oac.n coopealle ICIOII jlrrillliclions to ilMtripte .I.-eel cues.
and·district 1&tOIDIyI prOIICU&e c:-. 10 ....1aIn toll hud aad pin restitution
for victimized htl"••III. TIleeaf~ co.NIIiIy can 11Io aid the eueaciaJ
educational efFort tbrauP its own support ofIIId &.- JII'OUPS, busiDess councils, etc.
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!I8'1'1PI' or DUJII CIACALCIU:

G-'s,~, SICUII'1'!

MIll !'OIl DLInaII CCMrAlff

.Ioun .-or It CCIIDCI CGIIIIftII

IVICCIIIIrra CII tItICClI....JOA'l'IOIII AD rDWfCI

JUII 11, 1991
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TUTDDtt or DJMI QL\C!ALCIII
OIIIIML _ •• IICIIm

ffIW YOu TlLUlCIII CCIIPAJIt

IIJ'OII ,.

IOU8I INUGY " CIII_. CCIIIltDI'
SUBCOIIII'J.'TU 0If TILIccIIIIIrCMTICIIB AN!) PDWfCI

JUJU 11, 1992

I. Qsn.ral intro4yctigg

M)' nate it Di•• ,. Ciacalone. I joia.. Rew Yort Telephan. Coepan)' in

February, 1991, and have been it. GeIleral ......1' of Securit)' .iDce July

1991. I va. an A••iatent unit.d State. Atto~.y in tbe la8t.rn Diatrlct of

Nev York fl'Oll 1919 to 1988. and ban abo aened .. a Trial Attorney in tb.

Tax Dividon of tb. DepartMDt of Jutic.. rl'Gll 1911 to 1991 I va. at the

Metropolitan Trao.portation Autbority iD Mew lork Cit)' dir.ctina a aroup tbat

lDve.ti,ated fraud ead .ilconduct.

HI'. Chatman, Hew York tIl."'. C.,.)' 1. pi..... to have thl

opportunity to d••cribe our perapecti•• Oft '11 toll fraud aDd to outline our

role in addr••ainl, thie probl.. Aft.r revlewt.q tbe PIX. toll fraud i.... I

bave concluded that the be.t def.a. a.aiDat tbb cd.. i8 • educated PIX

CUitomer workin. witb vendora, loa. dbtancI .d local escharl,e carrier.. All

.-,.ents of th. induatry baYe a rol. in thi. ,roc••••

My t ••tillooy pronde. lome ...ral infonation OIl PIX toll fraud tl'Gll •

local exeban.e carri.r par.pecti.e. d••cri~ our capabiliti•• for moaltorin,

the network. outUn•• tbe Nft Security Deputa.t'. r:ol. in PIX toll hawl

c•••• and finally d.tail••pacific .t.,. tbat tbe PIX cu.t...r caD uadert.ke

to preven t or .iniai.. expo.ure to 'IX fr.....

• ee
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II. BclatiQD.hl. of '11 to the ·'vh11C ..ttthed "t'Ork

The llatiOAwide telephon. aetwork contaia•••ed•• of db=.t.

component. provided b1 local .xC~I. carri.ra (tIC.). lnterexchaD.. carrier.
1(IIC.), cellular carri.rl. and c~titiYe acce•• provldar.. Cu.tom.r

Pr_iae. Iqulpllellt (ctl). lilt. the Priqte Iraach IIcCUD,. CPU), whU. not

part of tbe tradltiooal pUbllc_c~lcatica.network, i. a critical coaponent

of the 'el.commuDlcatlonl ".t...
There ar. .evaral ".7. tllapboae trafflc i. dellYered iato _d out of

the PIX. Direct Ift".rd Dla11.. 'l'rwalta (DID). r.p1ar !D"ard buala••• lin••

( UII) , pdVIt. lifte. 8ftd aoo (iabound WAD) .e"le.. prOY!de IncOIIinl

..rvice. Call. are rout•• out of tb. PIX ODto outpiD, tl'Uftk.. WATS UDI.,

private line. mad tie line. to other .IX fact1iUe.. IneOllla, aad outlolD,

.ervic•• ar. 88fterall, prOYid.d by local ---b8Da. carrier•• but tbe, ..y b.

carried. by IXe•• or COlipeUtiY••cc••• pzoovlcler., b7pa..ial tb. local exchanse

carrier.

II1. PIX Fr"

Many PdYete ~cb IKe.... CClDtaia • feature called ralDte call

accee. or Dir.ct ~ard twitched Acc... (JIIA). fbi. feature p.~it.

individual. out.lei. a buela... location to ,lIe. lon, eIi.tanc. call. tbrouah

tb. PIX. Th. PIX ower 11 billed for tbe call.

-..ot. ace... to tbe .11 i. ,aiDed by d1alia1 a local or 800 aumber for

the 'IX. Onc. ladd. the 'IX, the call.r ., t .....e the 'IX fol' outbound

caU8. "01' PIX. are pl'Op'..... to r.CI'lln uae of _ intemal 'er'OGAl Iden­

tification Nu.b.r ('IN) to preveat unauthori.ed acce•• to tbe outbound lin.l.

1 L.a.a. .,.tropoUta Fiber .,.t_. lac., T8l.port C1l .:l.cation. Croup.
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PIX fraud occurl vbea aa.eane ,ai•• unauthori.ed acce.. to the outbound

linea. MOlt oft.... till intnder caU. uto the PIX vi. aD 800 nu-ber and

L' attacka ~h. PIN ,rotecUoa. Tbil Clll be dOft. by \Me of a computer proar..

that continue. to redial the PIX .til a va11d PIN is fouod. once a valid PIN

1& known. that PDf CaD be \l8ed to fradul_tl, lain acce•• to outbound

long-di.tanc. li•••• 2

IV • LEC Rpl. II) d,UudDe Ml1, to .' Crew Ole

A local «Kchanae carrier'. role t. cDDflaed to the portion of the

communication. activities that occur Oft tIC facll1tie. out.lde of tha PIX. We

\...;'

ulually provide tb. la.t link itl tbe ,.l1c ..itcb.d network for lncOIIi••

ea11a de.tinad for a PIX and tbe corre.poodlnl fir.t le.-eDt of the route for

outloin. caUa. laca.e of that eire_criba. role. the iDfom-Hon that we

reedve 11 ver, UJIlitad. '!'be IIIOUftt of i.fom-tion that Clll be sather.d.

collated and anal,••d by tbe 10DI dlltaace carrier and by the 'IX cuata.er i.

much Ireatar tb8n tbat iD po•••••ioa of tbe LIC.

the local "cbanle carrier reeeiT.. It.lted info~tlon about call.

COIIinl into a PIX. The _jor d..1t at prea.t for PIX fraud lnvolv..... of

800 ••rvice to plac. call. to a PIX uain, the PIX r..,te ace... feature. In

~ mo.t in.tenc••• a call ,laced to an lnterexeb8a.. 800 numb.r ia directed by

the local exchan•• carrier to the appropriate I1C. !)plcall,. the IXC

translate. tb. 800 nu-bar i~to • 10-di,it (1+ .~.a code + local 7 d1git )

number.

2 NY"l' provid•• a r_t. aCI:'" f ..t.....ociat" witb itl Ceatr....rvice
(known a. Inte1Upetb) .ervic•• __ optS..1 ••&'ric.. It ia not activated
vithout cut_r "'l'OV'al. In ..witt•• DrrILLIfA'II CWlC..r •. c:an purebue
cu.to... r pr_iH l..-t. tla.l'nlh whieh the, fl'"'Ua .. adlllAht.r the
E'lIIOta .cc••• f ..t nT would heft .. Dow1.... 01' i1rIol....t vitb the
r.-ote aece•• operaU.OIlI of t..... latt.r cUlt_r.. 11ft doe. DOt prOTide the
administration of the a_te Ace••• feature for it. a.tra cutotMrl.
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Thua aoo caU. d.livered b1 aft mc an iJulbUAlubhable fl'Oll Domally

'i.led lO-dl,it inte~.tate call. o~ call. caaia, t~a. aDotb.~ local telephone

l.i locadoc. To th. local deh_,. ca~d.~, all !DC_Ill 10 di.it call. look

ex.etly the .....

St-ilarly. tb. local carrier ~ l~ited iDfor-atioa about tbe call.

leavinl the ,BX. WbeIl the 1~1 c...., 'I'OYUe. the outbound ••rvice. the

called number I. tran.-itted to the local network becauae that i. the onl,

Information n.c••••r" for tbe local c.~ri.r to tulfill it. role --

to d.liver tbe call to • t.~lft&tlft' illtraLAtA d••ttnation or to an

illt.~.xcb.nle c.~rier if it 1. aD InterLAtA call (typically inter.tat. or

intern.tional).3

Normally, tb. local ca~~ier knaw. Dothifta about th. ultt.&te '.attnation

of a can that baa be. 4eU.,.n' to the 'IX. haau. the PIX it••lf

tran.fer. a r.-ote acce•• 100 call fl'Oll aD iaboun. call to &11 outbound call.

the local earri.r CaD aot l1ak the Incc.iftl aD' outloin, call. 1n or'er to

dl.cern 8U1pici~ activit,.

The local C&l'der. therefore, ,.U.,.r. ... nc.iTe. ladi.,ldual call.

from PBX. and oth.r Cuttc.er p~i••• eqal....t but ftO~ll, •••• DO .p.cific

char.ct.ri.ttc. that .iatinaui.h l.,lt~t. f~ ill••lt~t. ua.. Onl,

••taile. anal,.l. of leoath of call, countri•• call.'. Dumb.r of attempt. per

hour, etc_, will 'I.clo•• po••ibl. fraudul..t O~ ille.itt..t. ua••

3 Th. COD.eet .ecr... tile MM"Ucatloa of riaal Jad....t (",J) tbat
dlv••ted the local ..11 OperaU_. C , ••1.. (100) f~ A'IIt'l. cr.ated LATAa
(Local Ace••• 'l'r..port ...... ). lOCI., oal,. t it _-t..-..d caU.
withla the•• ar... u.atnLAtA c&11.h ..11. be LA'" (1at.rL'U calh)
...t b. card" b, iIlt.nxc...... carrien 1' tile ",J. HIT it obU,at.' to
baad off fat.rUB (pred.inanU1 liltentat.) .. JAt.raatioa.al caU, to the
ead u.er'. dedpat.. iateracbap carrier ritbcHat 'i8cnaiAaUcna.



~_!--

.. 5 -

I

v. LaC Anll,,!. pC cettig. Astiyier

NYT JIOD1tOI'a ita aetwotlt in yedou wa,., ranliDa frca Inere1 Detwork

~ traffic .urveiliaoce to the .cruttfty of apecific cili. iftcludift. diait.

dialed, frequenc1, _d lenlth of call. '!'be 1'•.••011. for llODitoriftl rln,. fro.

concern with the efficienc, of t~iaalon and co-pl.tiOD of call, to

detection of fr.uduleat COllduct •

• ) SiDerll "bpr' ""'StpdN

General network -aaitoriaa 1. cootrol1ed b1 W!!'. K.tvork S.rvlee

Center. Thil tu,ia.edna fUilcUcm b ded'" to pra¥id. aetwork 1NDa,-.nt

of NYT'. pr~ry re.poaeibilit1 -- the eucc.eeful, c~let.d trea..ie.IOG of

telephone c.ll.. !be Network Service CtDter ....ia•• a.twork par...ter. to

piupoiftt ov.doaded trunk, Ind oy.rloa... ..,ltche.. Call cu.pl.Uon dlta are

an&1)'lltd to detembae wheth.r caU. an not c.,1et. beeaue of but1 daua1t

or no an.wera or du. to network failure••

The•• activitle. are d••11D.d to ai~ earl, tadicatioo. of

pot~tial netwol'k faUure or blocu.e. !be, an oot tatended to, nor are the,

effective at, det,ctina ta.taace. of fraud.

De.pite the ,eoeral unauitabillt, of thi. technique for fraud

d.t.cUOft, fr'Oll tiM to tiM epbod.. of •• fl'au.d ar. id8ftUUed. Wheo the

N.twork Service c.ter id...Un•• blocked (i•••• over-loaded) inc_io, PIX

trunk rout•• , cuat..r. oft. ar. contacted to try to detlmine and .lilli-nate

the c.uae of the ,robl_. MOlt oft_, the oYerloaded trwt.k. are directl7

r.lated to tbe cuata-el'"' 1.,lt~t. buaiae•• cell vol..... lowever, twic. iD

the palt ala _the. IfYT CuetOllerl ..... codil'Md tbat PIX fraud wa. the caUil.

of the blocked tl'UDte.

It i8 cdUcel to UDder.~ tbat tkll t". of network _itori1ll

b dODe 011 1ft &••",at. bad.. I1ldivi411&1 C"'~l' callial patt.na... Dot
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.crutinbecl. In additlOD. tbb t.cbDlque c. oal)' letatif, PIX toll fraud

when tb••,apta. i. block.cl DID truak.. ID -.0)' in.tanee. the PIX capacity i,

.ueh that the fraud i. 11k.I, to occur without aft)' bloc.... or ov.rloadlnl of

the PIX truna.

b) IUl RI"'U ...teOritl.

Anotller _thoc! of ~itod....a. blll1aa detaU, to aonitor

C. cu.tOller calUn, pattern.. lill d.tail -.t.torlftl 11 aot don. on • real tiM
• •

bali.. and CaD DDI, be done wb.n IQT bUll for the call••

ODe iaterD&l billin, alert ..cbaDl.. Uled b)' H!T 1. the Bi,h Toll

NotiU.r. Veinl tbn.holel. _4 crited••et b, .... York rel.phofte witb

InterexehaDle carrier kDowledae. NY! ....tn•• carrier provided bill detail,

for tho•• carrier, for~ ve proyld. billtac aDeI collection ,e~ee.. !hi.

proceelure alert. the buein... office to particular1), blah UI'" aver a .hort

interval ill the bUUft, cycle. It enable. a Service lepre.ataU..,e to

evaluate further _t...ion, of credit for call' and al.o to alert the bUlln•••

or r.licltlnee cUlt..r or the lXC that UDu_1 _ ..e 11 d.....lopin. on tbe Une

or that '1'&1. exc.... ecc.ptable pre-'.tellllae. 1...,.11 for that cuto..r.

Th. lip Toll ]lotiUer ...1,.18 1. perfomed toWard the Ctftd of tb.

billin, cycle. 8D4 therefor. tbe Bl,b toll Notlfler alert provide. only

~ &ft.r-the-fact info~tiOD to NtT'. bUltae., offic... It i, uaed to l~it

uncollectible•• not to .etect fraud.

111 DltftllHr 1991. 11ft "curit, .. iQ.t~"l in lntrocluciq a

trial of a new fraud detectiOll tool. tile MY_c. '1'011 Notifier. H!T S.curity.

iDterexchan._ carrier•• JUlin••• Office Menaaere and t.v eaforc..-nt offic18l.

,. JfYT bill. for it. lntraLAtA caU enic.. ,rovided b7 Jf!T. Nn'
ebo DUel" ••11U....ervin to DC.. JII'1' acta .. tbe bUU......t for
aft DeC. tbere an c_tractl that aovern Jf!T'1 re.poaeiblllt)' .. a bllU1ll.,ent.
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~i have developed v.rioUi criteria that .re reliabl. iU41c.tor. that a partieular

lin. i. beiD, UI.d to c~t toll fr.ud. The thre.bo14 crit.ria includet (I)

~coUDtrie. to whicb blab vol~. of fraud call••re plac.4, (ii) int.rn.tional

call. tbat \lie • "'Daft. Way nt.UUl" futur., and (Un aU u.••• that

,eu.rate over • d••i,aate4 doll.r v.lue la intern.tlonal yolu.e 4urlD, a one

to tbr•• day cycl.. the•• criteria .re U8ed to an.l,•• NtT'. internal

Autoutic M...... AccounUn. (AlIA) ta,.. that contain iDfonaation .bout .U

caU, that were _d. on the loc.l n.twork.

Th. Advanc. Toll Kotifi.r r.port. are ....r.ted within 3 d.,. of

the .ctual c.ll dat•• well in advanc. of bUllA' dat•• but .Ull .ft.r freud

ha. occurred. Th. r.port. are ....i ••d by lUii•••• Offic. r.pr....t.tiv•••

wbo call cuato-er. wben bleb volu.. of tran.actlon. esc••dln. tb. thre.bold.

are id."tiUed.

AltboUib tb. A....c. Toll JOtlfl.r i. aot dir.ct.d .pacifically .t

PIX fr.ud, two In.taacel of PIX fraud have beea id..tified to date.

The Advance !Oll Notifi.r 1. an aaa17tical tool that u... crit.ria

that .r. refinH .. we l.arn lIOn about ucb Dft tJPe of fraudulent activity.

The IlOr. infOl'llatiDli avaU.ble to ua. th. lIOn pred•• our criteria.

thr••bold. and ...l,al.. fb, Advance Toll hUll.r. however. ia • till 8ft

after-the-fact t.chnique ba.ed upon ren.ra1 fraud patterna. CUite-er. with

..rt PIX. have the abilit, to ••t criteria ad thr••bol.. d.d....4

Ipecifie.ll, to refl.ct their own operatlOD' and calli.. pattern.. lueh

individually 4..itned tool. will be far .er. efficient and .ffectlv. thaD

thol. ba.ed Oft ....ric criteria.5

5 We reeopi.. in tbil e__U. tMt ''''1' .. Itrint have I"ecentl,
8ftftoUDced ••"lOM to Uait PII toll fn" .. to ..,..tee the .IX UNI"
...in.t lOll.... !At.rac...... aanlen' proa~ both ed1Jcate t'" ..
• 11" and n..ue tIM .. UI.r to tear. ee..tda ",,'eotive acU••• ad tIMB ••
c.,uter teebDi..... pr....t cdt.ria .. t......l.. to anal,.. caU. ad
to identif, aDd preclude frauduleat cal1iaa actl~ti•••

~.- --!"'" ----
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When the XYT S.curie, De,.~~t 1. ift po8••••1on of .peclfic

~ iftfo~tion about thl c~i••ioa of fraud 'i~lctI1 tnvolvin, NIT', tacilltl,.,

w. attempt to take direct action. Th. MO.t Co-DOD .ourc. of .uch fraud for

NIT involve, the unautborised ua. of co-pro-l.ad calliftl or credit car', and

perlonal identification number! to .... loal dlltaace calli t~ public

~ t.lephone.. AI ve id.atif, .peeific public telephone location' that are the

lite. of aipiflcant fraudulent activit!•• , WI ia,taU or activat. '1YIc.. to

record infonution about caU..... froll tlao.e pbone., iIlc1udilll the pe~,onal

identification n~r. and caltia, c~r' ..-ber. Ull', te~iaatinl telephone

number., and 1enlth of call. U.lftl l-.tb of eaU, .. a .ere.ainl .evice. the

teminatin. n_.r. and ,IN. are ....1,... to identif, ..uthodHd ute. of

erecti t card.. If coadd."d COllPro-i..., the call1q cud. h.ued b, Jf!T ar.

then dhabled. We lnton lnterae"" ca~der. vb_ their cdlinl carda

appe.~ to be 1Ii.....d and th., ar. able to take appl'Opl'iate action.

Until r.centl" tbll ..1,d. v.. 'on.....11, and va- 'V'f7 labor

intendv.. At pr...nt we a" t ••tia, .oftwa~e appUcatioa. that UoIe a."

device. in public coin ope~ated telephon•• to collect, etore, .ort -a' .maly.e

thla data -are quickl, and .fficientl,. De.,ite tlli. lDcrea,ed capAbilit"

~ anal,ei, r...inl c-.ber.~, ea' we are It.1ted both ), re,ouree. aD' 'heel"

YolUIM of the lftforut:Loa we reClive that .., ia"oh. fraudulent activit,. At

pn.nt ve caa lIOftitor n17 every fev of tbe _, publie te1ephoD. Une. in

.ervice.

lfYT Slcurit, 18 DOt DOW ilWl.tiptiq ., iIl,tance. of PIX fraud.

011 oecuiOll ve ..,:lit lODI dilt_c. carrien lIa tbeb iDYe'tilaUOIl. of 'IX

fraud b, in,talli.. dial ft~.r record.r. to lin•••bowiDI .traaa indication.
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l ..i of us. for fraud.' Ira addition, we •••bt .. owner. "ho dbcover tut tbey

ha"e been the victiM of _autbori... latl'UiOll by ad.b:1,.. t .... t (1) to

~ di••ble their r.-ot. acc••• f.ature. ~iately; (2) to iD.t1tute .trict.r

.ecurity ....ur•• before eD8b1inl the ~t. ace••• f ••ture .,.ina and, (3) to

call the -.nufacturer or vendor of the .,ui,..nt for a••i.tanc. in in.titutinJ

atricter ••curity ....ur•••

VI. UUSltigl r. U,lr. A_ '_ttl ".'1 fA tpll lrand

The b.at .pproach to tile pr....tiOD of 'II fl"&1ld it tbe the .ducaUOD ot

the PIX OWIS.r. Nn' S.curit7 .......i .... _ in.truct!._ peckelt tbat

de.crib.. tbe n.ture and .oarc. of PII abuat, .a.a of tbt .ar1y .,.,t~ of

intruaion, aD. ttchftl,ua. tbat a ,a O¥Iltr .aT ..t to prevnt btiq

vietillia... Tbe prOlr_ i8 btl... pre..ted to 11ft .-plo,... who be.. cOIItact

with PBX own.r.. Tbo.~ ..,10'''' "i11 b. abl. to rai•• witb 'IX Ulera tb.

i ••uea of vuln.rability and prot.etioa that .1" .0 ~portant to tb. owner of •

PBX.

opt100. both to 'r....t ~t. aec••• fraud ... to d.tect it pro-ptl, if it

occur.. Tb. PIX veador 18 tbe btlt .ourc. of iDfom.t:1oo aboat the .paciUc

G featur•• av.:11.bl. OIl eacb pa.

One. aw.r. of tbe IIcurit, Aftd ...l,.i. OptlOil. a"ailable on tbe PIX,

tb. PIX own.r CaD ...ta••ff.e the .cree-lea Aft. al.rt ..c:t.DiMe U8 in, ita

extenalv. and d.taU.. infoNAtion "'t .....1 Ulq. patteml for ita

L,. bualn••• in cOllbinatioa with lafomatioa abov.t '.'1'&1 pattern. tbat &&"e

6 N1T II rarel, un. to ...ut ill tIINe .. f ..... cu., 'beca.e ooce
fraud h i ••IUi_, tbe '11 C1II~r ... DC ....n11' baY••11 the
iafo~tion tba, aeed to laY••ti..t. tbe crt.e.


